Abstract The International Water Association and the World Health Organization has promoted, worldwide, the implementation of Water Safety Plans (WSPs) to ensure, consistently and systematically the water quality for human consumption. In order to complement and potentiate the WSPs, this work presents an adverse event reporting and learning system that may help to prevent hazards and risks. The proposed framework will allow for automatic knowledge extraction and report generation, in order to identify the most relevant causes of error. It will cater for the delineation of advance strategies to problem accomplishment, concluding about the impact, place of occurrence, form or type of event recorded with respect to the entities that operate in the water sector. To respond to this challenge the Eindhoven Classification Model was extended and adapted to the water industry, and used to classify the root causes of adverse events. Logic programming was used as a knowledge representation and reasoning mechanism, allowing one to model the universe of discourse in terms of Water Resour Manage (2015) Centro Algoritmi, Universidade do Minho, Braga, Portugal defective data, information and knowledge, and its embedded quality, that enables a direct study of the event's root causes. Other approaches to address specific issues of water industry, presented in literature, do not consider the problem from a perspective of having to deal with incomplete, unknown, contradictory or even forbidden data, information or knowledge, and their conclusions are not object of a formal proof. Here it is not only presented a solution to the problem, but also a proof that the solution(s) is (are) the only one(s).
Introduction
Water is essential to sustain life and ensuring its quality for human consumption is a major goal in contemporary societies; indeed one has to take into account the importance to health and the need to safeguard and promote its sustainable use. The International Water Association (IWA) and the World Health Organization (WHO) has endorsed, worldwide, the implementation of Water Safety Plans (WSPs). The purpose of WSPs is to guarantee the safety and the quality of water for human consumption. Thus, it should ensure the risk assessment at all phases of the water supply schemes (Bartram et al. 2009) . A key component of a comprehensive WSP is that water suppliers and health authorities must have plans to respond in the case of water contamination and/or outbreaks. These plans must include clear guidance on when to issue warnings to consumers, and how these warnings are to be communicated (Byleveld et al. 2008) .
The evaluation and risk management in companies that operate in the water sector has gained great prominence nowadays. Portugal is not an exception and supporting documents to encourage industry to adopt integrated assessment problem solving methodologies and efficient risk management, i.e., WSPs have been adapted to the Portuguese reality (Coelho et al. 2011) . The implementation of WSPs is voluntary and there is no legislation to enforce it, i.e., each company must choose the most appropriate practices to their profile. Indeed, the main goal is to allow each company to develop their own skills in the assessment and management of risk, in order to be able to respond effectively to adverse events that may jeopardize the safety of water consumption.
Water industry is a complex and multifaceted business, involving a large number of stages, people, processes, devices, equipment and structures, where varied types of adverse events may occur, which may denote the failure of a planned action to be completed, or the use of a wrong plan to achieve a given aim, which may involve the study of practical problems, relationships, procedures, products and organisms. The most effective way to prevent adverse events is to identify directly their causes, i.e., avoiding the causes improves significantly the final quality of the drinking water.
It is widely recognized that people may learn further from their own errors than from their successes. According to the World Alliance for Patient Safety (2005) , too often healthcare providers do not advise others when a mishap occurs, or they do not share what they have knowledgeable. As a consequence, the same mistakes may occur, and patients may be harmed by preventable errors. That is why reporting has been suggested as one of the solutions of this problem, a picture that can be extended to the water industry. Undeniably, a reporting system should complement and leverage the WSPs.
The key idea behind reporting is anchored on the process of learning from experience. However, it is essential to note that only the registration of errors is not sufficient to guarantee the water quality. It is the response to adverse events that leads to change. The build-up of hypothetically relevant data in databases contributes little to the improvement of the process. A technical specialized analysis of the data is required to identify trends and patterns. Nevertheless, a solution to this problem may lie on the adoption of adverse event reporting and learning systems that may help to identify hazards and risks. It is crucial to apply models to identify the adverse events root causes, enhance the sharing of knowledge and experience.
According to Reason (Reason 2000) the human error in complex systems can be viewed in two ways, namely in terms of an individual attitude or under a systematic one. The former method argues that complex systems would work properly if they were not constrained by the erratic behaviour of human beings. The failures are not expected and do not belong to the system. The unreliability of the humans is responsible for the introduction of errors into complex systems.
The later (i.e., the systems approach) results from another vision of human error. According to this point of view, an error does not result from a human failure but arises as result or symptom of internal system problems. It does not occur randomly but is closely associated with the individuals' tasks inside the system.
To each error that should be prevented, there are several abodes inside the system where to intervene, and different ways of doing it. The vision of complex systems emphasizes the versatility in finding solutions and demonstrates that by focusing only on specific locations, makes it more vulnerable to unforeseen events. Mitigate a system error involves examining the entire system to try to find the key parts or zones. Although this process is slower and more difficult, it allows one to control more effectively the adaptability of people to the system and to anticipate innovations. Adverse events will always happen, so human error should not be the conclusion of any study, but its first argument.
Solving problems related to adverse event prevention requires a proactive strategy. In this context the use of information and communication technologies (Laspidou 2014) , the application of hydroinformatics tools (Michas 2014) , fuzzy logic (Caniani et al. 2011) , or Particle Swarm (Izquierdo et al. 2008; Spiliotis 2014) can bring added value to the water sector.
In recent years several models/decision support systems have been applied to various specific problems of water industry, namely in the evaluation of contamination events (intentional or accidental) of water distribution systems on consumers' health (Davis et al. 2014) , or in water and wastewater treatment process selection and design (Garrido-Baserba et al. 2012; Hamouda et al. 2009 ). Stefanovic et al. (2015) presented a web system developed and designed for management of Serbian lakes and reservoirs, aiming to create a unique software solution that unifies all the relevant actors, processes, data sources, and applications. It is a flexible, customizable, and extensible software environment that can support various organizational scenarios. The modular design and plugin-based architecture enable flexibility in terms of the infrastructure and platform, available services, scalability, and integration. Pearson et al. (2010) developed a decision support framework that assists managers in the urban water industry. This decision support framework moves decision-making in urban water systems from traditional command and control approaches to a more sustainable, inclusive and dynamic decision making process driven by social learning and engagement. The framework emphasized three core components of social learning, namely knowledge transfer for transformation, monitoring and evaluation of the decision process, and stakeholder engagement. Allan et al. (2013) address the problem of the impact of regulation, ownership and business culture on managing corporate risk within the water industry. The authors point out a gap in understanding of the drivers required for a paradigm shift within the water sector from a reactive to a pro-active risk management culture based on knowledge.
In the water industry there are situations where available information about errors and adverse events is insufficient or incomplete. Unfortunately, most of the information systems just ignore this characteristic of the evidences about the real world and as such build models where some idealization expunges the inherent uncertainty (Parsons 1996) . The result is a system that never provides the expected answers, due to its inability to model the world or universe of discourse. Instead, one should deal with the uncertainty in the model itself, i.e., to implement useful information systems, namely knowledge based ones, it is necessary to represent and reason with defective information.
The system offered in this work will focus sharply on preventing the adverse events' root causes by applying a model developed specifically for the water industry. This system named Adverse Events in Water Industry (AEWI) aims at recording the nonconformities, errors and adverse events. It also intends to be a learning system that ensures data analysis and supports the continuous improvement of the quality of the public water supply.
Methods
With respect to the registration process the forms may vary from predefined formats, with well-defined and structured elements, up to free text ones which require additional assets in terms and the analysis and interpretation of data. Registration systems using standard formats, fixed fields and predefined options may allow one to select distinct fields, simplifying the data input to be evaluated. Undeniably, without a prompt and effective data evaluation, the recording of adverse events is just a bureaucratic activity with no practical benefit. In the present work one's choice was on a registration system using predefined forms, allowing a fast and easy data filling via web. The records could be made by any element of any department of any water sector company or by the consumers. Thus, different forms were developed, and tailored to different user profiles.
In choosing the model to be adopted for the water industry, a particular attention was given to systems that use analytical methods to describe adverse events, seek for their root causes and evaluate the results of the preventive measures being taken, i.e., what effectively prevents the occurrence of adverse events relies on the analysis of its root causes.
The clear-cut was on the Eindhoven Classification Model (ECM) (van der Schaaf 1995), since it applies the techniques of Root Cause Analysis (RCA) and allows for its classification according to predefined codes, which denotes a practice that is useful for tracking and trending.
The Eindhoven Classification Model
The ECM was originally developed to manage human error in the chemical industry (van der Schaaf 1995), being applied later to other settings, i.e., propositions of necessity or possibility, such as steel, energy production or healthcare (Henneman et al. 2006; Raab et al. 2006; Simmons and Graves 2008; Rodrigues et al. 2011 ). The ECM is built over three main pillars, namely the Causal Tree, the Classification Model, and the Action Matrix. Causal Trees (CTs) provide a visual representation of the adverse event, being useful in the recognition of the issues, circumstances and/or decisions that contributed to a certain unfavourable happening (van der Schaaf 2005 ). An adverse event may occur due to a single cause, to the combination of more than one, or due to two or more distinct ones. Thus, in the original model AND-gates and OR-gates are used to embody these possibilities.
The ECM distinguishes two types of errors, (i.e. the active failures, that stand for human error, and the latent errors). With regards to human error the ECM adopted the SRK-model, presented by Rasmussen (1976) , that encompasses three levels of behaviour, viz. The first move when using the ECM based classification system is to identify the causes that tend to be the source of a specific adverse event. In order to accomplish this goal, a CT is built and RCA techniques are applied. Once the root causes are identified, they may be used to provide an overall view of how the system really works, as well as to contribute to the creation of effective and lasting solutions.
Knowledge Representations and Reasoning
Many approaches for knowledge representation and reasoning have been proposed using the Logic Programming (LP) paradigm, namely in the area of Model Theory (Kakas et al. 1998; Pereira and Anh 2009) , and Proof Theory (Neves 1984; Neves et al. 2007) . In this work it is followed the proof theoretical approach and an extension to the LP language to knowledge representation and reasoning (Neves et al. 2007 ).
An Extended Logic Program (ELP) is a finite set of clauses in the form, viz.
p ← p 1 ; …; p n ; not q 1 ; …; not q m ð1Þ
where ? is a domain atom denoting falsity, the p i , q j , and p are classical ground literals, i.e. either positive atoms or atoms preceded by the classical negation sign ¬ (Neves 1984) . Under this formalism, every program is associated with a set of abducibles (Kakas et al. 1998; Pereira and Anh 2009) , given here in the form of exceptions to the extensions of the predicates that make the logic program.
To reason about the body of knowledge presented in a particular set that considers incomplete or default information or data, in terms of the formalism referred to above, let us consider a practice given by the extension of a predicate denoted as demo (Kakas et al. 1998; Neves et al. 2007 ). This meta predicate is given by the signature demo: T, V → {true, false, unknown}, according to the following set of terms, viz.
Under this scenery, the first clause establishes that a theorem to be proved is put to a knowledge base of positive information returning the truth-value true (or 1); the second clause denotes that the theorem to be proved recurred to the negative information presented in the knowledge base, returning the truth-value false (or 0); the third clause stands for itself, associating the theorem to be proved with a truth-value in the interval]0, 1[, i.e., a measure of system confidence in the proof process.
Quality of Information
Due to the growing need to offer user support in decision making processes some studies have been presented (Halpern 2005; Kovalerchuck and Resconi 2010) , related to the qualitative models and qualitative reasoning in database theory and in artificial intelligence research. With respect to the problem of knowledge representation and reasoning mechanisms in LP, a measure of the Quality-of-Information (QoI) of such programs has been object of some work with promising results (Lucas 2003; Hommerson et al. 2008; Machado et al. 2010 ). The QoI with respect to the extension of a predicate i will be given by a truth-value in the interval [0, 1], i.e., if the information is known (positive) or false (negative) the QoI for the extension of predicate i is 1. For situations where the information is unknown, the QoI is given by:
where N denotes the cardinality of the set of terms or clauses of the extension of predicate i that stands for the incompleteness under consideration. For situations where the extension of predicate i is unknown but can be taken from a set of values, the QoI is given by:
where Card denotes the cardinality of the abducibles set for i, if the abducibles set is disjoint. If the abducibles set is not disjoint, the QoI is given by:
where C Card Card is a card-combination subset, with Card elements (Neves et al. 2007 ).
The Computational Model
The former phase in the development of the adverse event reporting and learning system, named AEWI, stands for the design of an Extended version of the Eindhoven Classification
Model for the Water Industry (EECM-WI). Thus, new categories were introduced and new extensions were developed for each group that is presented in the original model. These extensions allow for the fitting of each group into the thematic of the water industry, and provide a broader view of the events that may occur, as well as the degree of complexity of this field. Thus, the classification process becomes easier and more efficient. Table 1 shows the five categories that make up the model, a brief description of each one and the respective codes, while in Table 2 a subset of the EECM-WI codes and some examples of adverse events are presented. Figure 1 , in turn, depicts the EECM-WI flow chart. For instance, in the original model, the adverse events classified as Human behaviour -Knowledge-based errors (HKK) occur due to the inability of an individual to apply existing knowledge to a new situation. In the EECM-WI, saying that the events classified under this category are due to difficulties in execution, interpretation or reporting procedures extended this definition. Some of the adverse events falling into this category denoted chemical analysis poorly executed, chemical analysis incomplete and chemical analysis poorly validated.
The CTs in the original model only include situations for which the causes of adverse events are well known. However, as mentioned above, in the water industry there are numerous situations where the available information about errors or adverse events is insufficient or incomplete. Thus, in the Extended Causal Tree (ECT), presented in this work, it is proposed the use of unknown and forbidden operators, to allow for a representation of different types of unknown values (e.g. unknown values of an infinite set of values, unknown values of a given set of values, or values not allowed or forbidden). Figure 2 presents the application of the EECM-WI to the adverse event water turbidity at the delivery point. All the actions, decisions and root causes were subject to an exhaustive study before reaching the final structure of the ECT. This ECT includes all possible causes and aims to be a generic representation of the problem. For a particular occurrence of the event, its causes will fall on a branch of the tree.
The Extension to Logic Programming (ELP) adopted in this work enables the representation of null values and is suitable for reasoning with incomplete or default information or data presenting in the ECT (Fig. 2) . Taking the example of the adverse event water turbidity at the delivery point it is possible to address all the feasible situations according to the following settings:
a) It is known that the water shows turbidity at the delivery point due to damage in the pipelines caused by stress -known value; b) The professional that recorded the adverse event only informed that an over-dosage of chlorine occurred. It is not possible to be constructive, concerning the action or truth-value to consider. However, it is false that the action or decision could be different. This situation suggests that the lack of knowledge may be associated to a set of possible known values -unknown value in a finite set of values (in this case there are three possibilities, i.e., failures in adjusting of chlorine dosage pump, malfunction of chlorine dosing pump, or chlorine of poor quality); c) It is only known that the water shows turbidity at the delivery point. In this case the entity that reported the adverse event did not know which actions or decisions led to the event occurrence -unknown value; and d) Due to internal policies of the company it is not permitted to know the causes of a given event -forbidden or not allowed values. where B{^and B}^is one's notation for sets. The former predicate denotes the adverse event that was reported through the AEWI (adverse_event (water turbidity at the delivery point)), the second one stands for an action or decision that led to the adverse event occurrence, and the last one concerns the root cause that caters for the primary factor that contributed to the actions and decisions taken and, consequently, to the event occurrence.
The knowledge representation in terms of the extension of predicate action_or_decision, concerning possible actions or decisions that may lead to the adverse event in the four situations referred to above, may be depicted in terms of the programs, viz.
{ action_or_decision(Y) not action_or_decision(Y), not exception(action_or_decision(Y)).
action_or_decision("damage in the pipelines by stress").
}
Program 1 Extension of predicate action_or_decision concerning situation (a) that stands for the possible actions or decisions that may lead to the adverse event water turbidity at the delivery point, with a known value (i.e., Bdamage in the pipelines by stress^)
{ action_or_decision(Y) not action_or_decision(Y), not exception(action_or_decision(Y)).

exception(action_or_decision("failures in adjusting of chlorine dosage pump")).
exception(action_or_decision("malfunction of chlorine dosage pump")).
exception ( null (forbidden).
? (action_or_decision(Y), not null(Y)).
}
Program 4 Extension of predicate action_or_decision concerning situation (d) that takes into consideration possible action or decision that leads to the adverse event water turbidity at the delivery point, with a forbidden or not allowed value
The symbol ¬ in the programs depicted above stands for strong negation, denoting what should be interpreted as false, where the term not denotes negation-by-failure. The first clause in any of the programs stands for the closure of predicate action_or_decision, therefore discarding the possibility of being assumed as false any action or decision that led to the event. In the third clause of Program 3 the symbol ⊥ outlooks a null value of an undefined type, i.e., there is no way to conclude about which value one is speaking about. In Program 4, the third clause stands for a null value of the type forbidden. The fourth clause denotes an invariant, stating that Y is of type forbidden, i.e., it is not conceivable to see its value. In this study, the information contained in each ECT was represented in ELP by the extensions of a predicates set, which is also used as a formalism to evaluate the Quality-of-Information (QoI) factor. Adopting the formal approach described in the section 2.3 it is possible to compute the QoI associated with the information about the RCA of the adverse event water turbidity at the delivery point, with respect to the cases referred to above. In the former case the cause of the adverse event is well known, i.e., the water shows turbidity at the delivery point due to damage in the pipelines caused by stress, being QoI action_or_decision equal to 1 (one). In the second case the cardinality of the set of terms or clauses of the extension of predicate action_or_decision is 3 (three) (failures in adjusting of chlorine dosage pump, malfunction of chlorine dosing pump and chlorine of poor quality), and therefore the QoI action_or_decision is equal to 1/3, once the set of possible outcomes is disjoint. Finally, in the third case it is known that the adverse event occurred, but its causes are not known. Any value presented in ECT can be assumed as a viable solution and the cardinality of the set of terms or clauses of the extension of predicate action_or_decision tends to endless. Thus, the QoI action_or_decision is equal to 0 (zero).
Results and Discussion
An adverse event reporting and learning system, named AEWI, was developed, based on the formal approach referred to above, on errors in water industry. The AEWI comprises three core modules, making it, not only a system for adverse event registration, but also a learning system. Figure 3 presents an overall view of the computational system.
The Adverse Event Reporting Forms in Water Industry (AERF-WI) module provides the web interface for adverse event registration. The effort on this interface was focused in its usability. The event registration is made by professionals of a water company and by the consumers, through pre-defined forms adapted to each user profile.
The Adverse Events Manager Reports in Water Industry (AEMR-WI) module is also web based, and aims to enable the analysis of the adverse events recorded by AERF-WI, in terms of the EECM. The EECM allows one to set recommendations to reduce or eliminate the underlying organization failures. The system provides an individual report for each adverse event recorded, and all its particulars.
These reports are automatically generated without human intervention. The user only has to access the needed report. Indeed, the event details are just a representation of what is stored in the system database. The ECT construction and the recommendations presented in the reports are obtained due to one's approach that relies on the use of EECM and ELP to knowledge representation and reasoning commitments. Moreover, these reports focus attention on the most important feature of the event, i.e., its causes. Indeed, the system's reports stand for a fundamental assessment on the quality of the water being provided to consumers, once the time and hand-labour needed to examine all the records on time, and to look for patterns and trends, are drastically reduced. On the other hand all the information is stored in a common database that facilitates access to further processing. The AEMR-WI module also provides charts with statistical information about the impact, place of occurrence, and the type of form and the type of event being recorded. These charts are updated on the fly, and made available online. With the individual reports of each recorded event provided by the system it was possible to determine what actions and causes contribute most to the adverse events. It is important to note that these actions and causes were identified by the system and presented to the users by the reports generated through the AEMR-WI module.
Finally, the Adverse Events Knowledge Manager in Water Industry (AEKM-WI) module is a Java application. This module uses the data from the system database to create a knowledge base, being given in terms of the ELP language, from which other reports relevant to the improvement of the drink water quality may be generated, with the assurance of the data reliability and credibility, taking into account its QoI.
The recorded data in AEWI showed that the adverse event Bwater turbidity at the delivery point^had a much higher frequency than the other events registered through the system (83.4 % of the cases). With the individual reports of each recorded event provided by the system it was possible to determine what actions and causes contribute the most to this adverse event occurrence. It is important to note that these actions and causes were identified by the system and presented to the users by the reports generated through the AEMR-WI module. The main cause was Bdamage on a conduct^by Bwear^. By applying the EECM the need of surveillance/maintenance of the conducts (code TC from the EECM) was highlighted. This need was also automatically included in the system's reports, as happens to all the needs and recommendations identified by the system to all the adverse events registered.
Conclusions
The main contribution of this work is to be understood in terms of the QoI evaluation in the RCA, and the possibility to address the central issue of knowledge representation and reasoning under incomplete, unknown, and or forbidden data, information or knowledge, i.e., a systematisation of the body of knowledge's evolution about QoI embedded in the RCA was accomplished. It allows one to identify the causes, actions and decisions that may lead to adverse events and define the strategies to prevent them.
Although the causal classification of events is sometimes time-consuming and difficult, since it implies the development of an ECT for each possible event, the increase in time consuming relies only in the initial phase of model construction. The QoI allows for the ordering of causes, identifying the ones that should be taken into account. Indeed, in the ECTs conception it is necessary to consider all possible causes, rather than the most probable or usual ones. The information obtained is useful in identifying possible trends and areas requiring further investigation. The conceptualized logic model offers the means for knowledge extraction, providing the identification of the most significant causes and suggestions of changes in the company policies and procedures, and is subject to a formal proof. Indeed, for the professionals of the water sector, this approach brings substantial returns. Indeed, once the adverse events are registered, similar to what happens in other reporting systems, the analysis process becomes easier, more expedite and reliable. Undoubtedly, with the recourse to ELP, leading to an on time measurement of the QoI of the logic terms used in the process of judgement (given in terms of a theorem to be proved), the human intervention in the analyze process is only necessary to approve the recommendations, causes and events that need attention. It also caters for the credibility and the measurement of the efficacy of the implemented strategies and actions.
One the other hand the developed system allows for the register of adverse events by the consumers, which not often have a different view of the occurrences and their opinion is a valuable contribution to properly understand them and its causes. Another advantage has to do with the possibility of adding new categories and/or sub-categories, at any time, without changing the structure and the working mode of the EECM.
The work is novel in that it presents a system aiming recording the nonconformities, errors and adverse events. Furthermore, it also intends to be a learning system that ensures automatic data analysis, without human intervention aiming to contribute for the continuous improvement of the quality of the public water supply. Another significant point is related with the knowledge representation and reasoning techniques presented. They are very versatile and capable of covering every possible instance by considering incomplete, contradictory, and even unknown/forbidden data.
